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CRYPTOGRAPHY AND NETWORK  SECURITY 

UNIT-I: Introduction:  

 

1. Security Attacks,  

2. Security Services,  

3. Security Mechanisms,  

4. The Model for Network Security,  

5. Non-Cryptographic Protocol Vulnerabilities  

a. DoS,  

b. DDoS,  

c. Session Hijacking  

d. Spoofing,  

6. Software Vulnerabilities 

a. Phishing,  

b. Buffer Overflow,  

c. Format String Attacks,  

d. SQL Injection,  

7. Basics of Cryptography - Symmetric Cipher Model,  

8. Substitution Techniques,  

9. Transportation Techniques,  

10. Other Cipher Properties - Confusion, Diffusion, 

11. Block and Stream Ciphers. 

***************************************************************************************** 

Cryptography is a method of storing and transmitting data in a particular form so that only those 

for whom it is intended can read and process it. 

****************************************************************************************** 

1. Security Attacks 

A useful means of classifying security attacks,used both in X.800 and RFC 2828,is in terms of passive 

attacks and active attacks. A passive attack attempts to learn or make use of information from the 

system but does not affect system resources.An active attack attempts to alter system resources or 

affect their operation 
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Passive Attacks  

The goal of the opponent is to obtain information that is being transmitted. Two types of passive 

attacks are the release of message contents and traffic analysis. 

 The release of message contentsis easily understood (Figure 1.2a).A telephone conversation,an 

electronic mail message,and a transferred file may contain sensitive or confidential information.We 

would like to prevent an opponent from learning the contents of these transmissions.  

 

A second type of passive attack, traffic analysis, is subtler . Suppose that we had a way of masking 

the contents of messages or other information traffic so that opponents, even if they captured the 

message, could not extract the information from the message. The common technique for masking 

contents is encryption. If we had encryption protection in place, an opponent might still be able to 

observe the pattern of these messages. The opponent could determine the location and identity of 

communicating hosts and could observe the frequency and length of messages being exchanged. This 

information might be useful in guessing the nature of the communication that was taking place. 

Passive attacks are very difficult to detect, because they do not involve any alteration of the data. 

Typically,the message traffic is sent and received in an apparently normal fashion,and neither the 

sender nor receiver is aware that a third party has read the messages or observed the traffic 

pattern.However,it is feasible to prevent the success of these attacks, usually by means of 

encryption.Thus,the emphasis in dealing with passive attacks is on prevention rather than detection. 
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Active Attacks  

Active attacks involve some modification of the data stream or the creation of a false stream and can 

be subdivided into four categories: 

o masquerade, 

o replay, 

o modification of messages, 

o denial of service 

 A masquerade takes place when one entity pretends to be a different entity (Figure 1.3a).A 

masquerade attack usually includes one of the other forms of active attack.For 

example,authentication sequences can be captured and replayed after a valid authentication sequence 

has taken place, thus enabling an authorized entity with few privileges to obtain extra privileges by 

impersonating an entity that has those privileges. 
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Replay involves the passive capture of a data unit and its subsequent retransmission to produce an 

unauthorized effect . 

 

 Modification of messages simply means that some portion of a legitimate message is altered,or that 

messages are delayed or reordered,to produce an unauthorized effect (Figure 1.3c). For example, a 

message meaning “Allow Srithan sai to read confidential file accounts”is modified to mean “Allow 

sai krithik to read confidential file accounts.” 



MVR College of Engineering and Technology, Paritala @CSE Department 

 

 

 The denial of service prevents or inhibits the normal use or management of communications facilities 

(Figure 1.3d).This attack may have a specific target; for example, an entity may suppress all messages 

directed to a particular destination. 
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2. Security Services,  

Security services include authentication, access control, data confidentiality, data integrity, 

nonrepudiation, and availability. 

 

3. Security Mechanisms 

A security mechanism is any process (or a device incorporating such a process) that is designed to 

detect,prevent,or recover from a security attack. Examples of mechanisms are encryption 

algorithms, digital signatures, and authentication protocols.  
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4. The Model for Network Security 

A message is to be transferred from one party to another across some sort of Internet service. The two 
parties, who are the principals in this transaction, must cooperate for the exchange to take place. A 
logical information channel is established by defining a route through the Internet from source to 
destination and by the cooperative use of communication protocols (e.g., TCP/IP) by the two 
principals. 
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Security aspects come into play when it is necessary or desirable to protect  the information 
transmission from an opponent who may present a threat to confidentiality, authenticity, and so on. 
All the techniques for providing security have two components: 

• A security-related transformation on the information to be sent. 
• Some secret information shared by the two principals and, it is hoped, 

unknown to the opponent. 

 
This general model shows that there are four basic tasks in designing a particular security service: 
1. Design an algorithm for performing the security-related transformation. 
The algorithm should be such that an opponent cannot defeat its purpose. 
 
2. Generate the secret information to be used with the algorithm. 
 
3. Develop methods for the distribution and sharing of the secret information. 
 
4. Specify a protocol to be used by the two principals that makes use of the security 
algorithm and the secret information to achieve a particular security service. 
 

5. Non-Cryptographic Protocol Vulnerabilities  

a. DoS 

A denial of service (DoS) attack is a malicious attempt to make a server or a network 

resource unavailable to users, usually by temporarily interrupting or suspending the 

services of a host connected to the Internet. 

The most common type of Denial of Service attack involves flooding the target resource 
with external communication requests. This overload prevents the resource from responding 
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to legitimate traffic, or slows its response so significantly that it is rendered effectively 
unavailable. 

Resources targeted in a DoS attack can be a specific computer, a port or service on the 
targeted system, an entire network, a component of a given network any system component. 
DoS attacks may also target human-system communications (e.g. disabling an alarm or 
printer), or human-response systems (e.g. disabling an important technician's phone or 
laptop). 

 

b. DDoS 

A Distributed Denial of Service (DDoS) attack is an attempt to make an online service 

unavailable by overwhelming it with traffic from multiple sources. They target a wide variety 

of important resources, from banks to news websites, and present a major challenge to making 

sure people can publish and access important information. 

c. Session Hijacking  

 session hijacking, sometimes also known as cookie hijacking is the exploitation of a valid computer 

session—sometimes also called a session key—to gain unauthorized access to information or services in a 

computer system. In particular, it is used to refer to the theft of a magic cookie used to authenticate a user to a 

remote server. It has particular relevance to web developers, as the HTTP cookies used to maintain a session 

on many web sites can be easily stolen by an attacker using an intermediary computer or with access to the 

saved cookies on the victim's computer . 

A popular method is using source-routed IP packets. This allows an attacker at point B on the network to 

participate in a conversation between A and C by encouraging the IP packets to pass through B's machine. 

If source-routing is turned off, the attacker can use "blind" hijacking, whereby it guesses the responses of the 

two machines. Thus, the attacker can send a command, but can never see the response. However, a common 

command would be to set a password allowing access from somewhere else on the net. 

An attacker can also be "inline" between A and C using a sniffing program to watch the conversation. This is 

known as a "man-in-the-middle attack". 

d. Spoofing 

Spoofing is the creation of TCP/IP packets using somebody else's IP address. Routers use the "destination IP" 

address in order to forward packets through the Internet, but ignore the "source IP" address. That address is 

only used by the destination machine when it responds back to the source. 
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6. Software Vulnerabilities 

a. Phishing 

Phishing is the attempt to acquire sensitive information such as usernames, passwords, and credit 

card details (and sometimes, indirectly, money), often for malicious reasons, by masquerading as a 

trustworthy entity in an electronic communication 

b. Buffer Overflow 

In computer security and programming, a buffer overflow, or bufferoverrun, is an anomaly where 

a program, while writing data to a buffer, overruns the buffer's boundary and overwrites adjacent 

memory locations. This is a special case of the violation of memory safety  

c. Format String Attacks 

Uncontrolled format string is a type of software vulnerabilitydiscovered around 1989 that can be 

used in security exploits. Previously thought harmless, format string exploits can be used to crash a 

program or to execute harmful code. 

 

d. SQL Injection, 

SQL injection is a code injection technique, used to attack data-driven applications, in which 

malicious SQL statements are inserted into an entry field for execution (e.g. to dump the database 

contents to the attacker). 
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SQL injection is a technique where malicious users can inject SQL commands into an SQL statement, via 

web page input. 

Injected SQL commands can alter SQL statement and compromise the security of a web application. 

SQL Injection Based on 1=1 is Always True 
Look at the example above, one more time. 

Let's say that the original purpose of the code was to create an SQL statement to select a user with a given user 

id. 

If there is nothing to prevent a user from entering "wrong" input, the user can enter some "smart" input like 

this: 

UserId:  

105 OR 1=1 

Server Result 

SELECT * FROM Users WHERE UserId = 105 or 1=1 

The SQL above is valid. It will return all rows from the table Users, since WHERE 1=1 is always true. 

Does the example above seem dangerous? What if the Users table contains names and passwords? 

The SQL statement above is much the same as this: 

SELECT UserId, Name, Password FROM Users WHERE UserId = 105 or 1=1 

A smart hacker might get access to all the user names and passwords in a database by simply inserting 105 or 

1=1 into the input box. 

 

7. Basics of Cryptography - Symmetric Cipher Model, 

Symmetric encryption is a form of cryptosystem in which encryption and decryption are performed 
using the same key. It is also known as conventional encryption. 
 
◆ Symmetric encryption transforms plaintext into ciphertext using a secret key and an encryption 
algorithm. Using the same key and a decryption algorithm, the plaintext is recovered from the 
ciphertext. 
 
◆ The two types of attack on an encryption algorithm are cryptanalysis, based on properties of the 
encryption algorithm, and brute-force, which involves trying all possible keys. 
 
◆ Traditional (precomputer) symmetric ciphers use substitution and/or transposition techniques. 
Substitution techniques map plaintext elements (characters, bits) into ciphertext elements. 
Transposition techniques systematically transpose the positions of plaintext elements. 
◆ Rotor machines are sophisticated pre computer hardware devices that use substitution techniques. 

◆ Steganography is a technique for hiding a secret message within a larger one in such a way that 
others cannot discern the presence or contents of the hidden message. 
 
A symmetric encryption scheme has five ingredients :  
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• Plaintext: This is the original intelligible message or data that is fed into the algorithm as input. 
  
• Encryption algorithm: The encryption algorithm performs various substitutions and 
transformations on the plaintext.  
 
• Secret key: The secret key is also input to the encryption algorithm. The key is a value 
independent of the plaintext and of the algorithm.The algorithm will produce a different output 
depending on the specific key being used at the time. The exact substitutions and transformations 
performed by the algorithm depend on the key.  
 
• Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and the 
secret key. For a given message, two different keys will produce two different cipher texts. The 
ciphertext is an apparently random stream of data and,as it stands, is unintelligible.  
 
• Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the 
ciphertext and the secret key and produces the original plaintext. 
 
 
 
There are two requirements for secure use of conventional encryption:  
 
1. We need a strong encryption algorithm. At a minimum, we would like the algorithm to be such 
that an opponent who knows the algorithm and has access to one or more cipher texts would be 
unable to decipher the ciphertext or figure out the key. This requirement is usually stated in a 
stronger form: The opponent should be unable to decrypt ciphertext or discover the key even if he or 
she is in possession of a number of cipher texts together with the plaintext that produced each 
ciphertext.  
 
2. Sender and receiver must have obtained copies of the secret key in a secure fashion and must keep 
the key secure. If someone can discover the key and knows the algorithm, all communication using 
this key is readable. 
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8. Substitution Techniques 

A) Caesar Cipher  

The earliest known, and the simplest, use of a substitution cipher was by Julius Caesar. The 

Caesar cipher involves replacing each letter of the alphabet with the letter standing three places 

further down the alphabet. For example, 

 

Note that the alphabet is wrapped around, so that the letter following Z is A. We can define the 

transformation by listing all possibilities, as follows. 
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If it is known that a given ciphertext is a Caesar cipher, then a brute-force cryptanalysis is easily 

performed: simply try all the 25 possible keys. 

B) Monoalphabetic Ciphers  

With only 25 possible keys, the Caesar cipher is far from secure .A dramatic increase in the key 

space can be achieved by allowing an arbitrary substitution. Before proceeding,we define the term 

permutation. A permutation of a finite set of elements is an ordered sequence of all the elements 

of ,with each element appearing exactly once.  

For example,if S={a,b,c}  ,there are six permutations of :abc,acb,bac,bca,cab,cba 
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In general, there are n! permutations of a set of n elements, because the first element can be chosen 

in one of n ways,the second in n-1 ways, the third in  n-2 ways,and so on.  

Recall the assignment for the Caesar cipher: 

 

If, instead, the “cipher” line can be any permutation of the 26 alphabetic characters, then there are 

26! or greater than 4 X 1026 possible keys. This is 10 orders of magnitude greater than the key 

space for DES and would seem to eliminate brute-force techniques for cryptanalysis. Such an 

approach is referred to as a monoalphabetic substitution cipher, because a single cipher alphabet 

(mapping from plain alphabet to cipher alphabet) is used per message. 

There is, however, another line of attack. If the cryptanalyst knows the nature of the plaintext 

(e.g., noncompressed English text), then the analyst can exploit the regularities of the language. 

 

As a first step, the relative frequency of the letters can be determined and compared to a standard 

frequency distribution for English, such as is shown in Figure 2 . If the message were long 

enough, this technique alone might be sufficient, but because this is a relatively short message, we 

cannot expect an exact match. In any case, the relative frequencies of the letters in the ciphertext 

(in percentages) are as follows: 
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Comparing this breakdown with Figure 2.5, it seems likely that cipher letters P and Z are the 

equivalents of plain letters e and t, but it is not certain which is which.The letters S,U,O,M,and H 

are all of relatively high frequency and probably correspond to plain letters from the set 

{a,h,i,n,o,r,s}.The letters with the lowest frequencies (namely,A,B,G,Y,I,J) are likely included in the 

set {b,j,k,q,v,x,z}. 

Playfair Cipher The best-known multiple-letter encryption cipher is the Playfair, which treats 

diagrams in the plaintext as single units and translates these units into ciphertext digrams.3 The 

Playfair algorithm is based on the use of a 5 × 5 matrix of letters constructed using a keyword. 
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In this case, the keyword is monarchy. The matrix is constructed by filling in the letters of the 

keyword (minus duplicates) from left to right and from top to bot tom, and then filling in the 

remainder of the matrix with the remaining letters in alphabetic order.The letters I and J count as 

one letter. 

Plaintext is encrypted two letters at a time,according to the following rules: 

1. Repeating plaintext letters that are in the same pair are separated with a filler letter,such as x,so 

that balloon would be treated as ba lx lo on. 

 2. Two plaintext letters that fall in the same row of the matrix are each replaced by the letter to 

the right, with the first element of the row circularly following the last.For example,ar is 

encrypted as RM. 

3. Two plaintext letters that fall in the same column are each replaced by the letter beneath, with 

the top element of the column circularly following the last. For example, mu is encrypted as CM.  

4. Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own row and the 

column occupied by the other plaintext letter. Thus, hs becomes BP and ea becomes IM (or JM, as 

the encipherer wishes). 
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D) Hill Cipher 

Another interesting multiletter cipher is the Hill cipher, developed by the mathematician Lester 

Hill in 1929. 
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9. Transportation Techniques 

A very different kind of mapping is achieved by performing some sort of permutation on the plaintext 

letters. This technique is referred to as a transposition cipher. The simplest such cipher is the rail fence 

technique, in which the plaintext is written down as a sequence of diagonals and then read off as a 

sequence of rows. For example, to encipher the message “meet me after the toga party” with a rail fence of 

depth 2,we write the following: 
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10. Other Cipher Properties - Confusion, Diffusion: 
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In cryptography, confusion and diffusion are two properties of the operation of a secure cipher which were identified by Claude 

Shannon in his paper Communication Theory of Secrecy Systems, published in 1949. 

Confusion means that each character of the ciphertext should depend on several parts of the key. 

 Diffusion means that if we change a character of the plaintext, then several characters of the ciphertext should change, and 

similarly, if we change a character of the ciphertext, then several characters of the plaintext should change.[ 

In Shannon's original definitions, confusion refers to making the relationship between the ciphertext and the symmetric key as complex 

and involved as possible; diffusion refers to dissipating the statistical structure of plaintext over bulk of ciphertext. This complexity is 

generally implemented through a well-defined and repeatable series of substitutions and permutations. Substitution refers the 

replacement of certain components (usually bits) with other components, following certain rules. Permutation refers to manipulation of 

the order of bits according to some algorithm. To be effective, any non-uniformity of plaintext bits needs to be redistributed across much 

larger structures in the ciphertext, making that non-uniformity much harder to detect. 

In particular, for a randomly chosen input, if one flips the i-th bit, then the probability that the j-th output bit will change should be one 

half, for any i and j—this is termed the strict avalanche criterion. More generally, one may require that flipping a fixed set of bits should 

change each output bit with probability one half. 

One aim of confusion is to make it very hard to find the key even if one has a large number of plaintext-ciphertext pairs produced with 

the same key. Therefore, each bit of the ciphertext should depend on the entire key, and in different ways on different bits of the key. In 

particular, changing one bit of the key should change the ciphertext completely. 

The simplest way to achieve both diffusion and confusion is to use a substitution-permutation network. In these systems, the plaintext 

and the key often have a very similar role in producing the output, hence the same mechanism ensures both diffusion and confusion. 

 

11. Block  and  Stream  Ciphers 

A stream cipher is one that encrypts a digital data stream one bit or one byte at a time. 

 Examples of classical stream ciphers are the autokeyed  Vigenère cipher and the Vernam cipher.In the 

ideal case,a one-time pad version of the Vernam cipher would be used ,in which the keystream is as long 

as the plaintext bit stream .If the cryptographic keystream is random,then this cipher is unbreakable by any 

means other than acquiring the key stream. 

 

A block cipher is one in which a block of plaintext is treated as a whole and used to produce a ciphertext 

block of equal length. Typically, a block size of 64 or 128 bits is used. As with a stream cipher, the two users 

share a symmetric encryption key .A block cipher can be used to achieve the same effect as a stream cipher. 

Far more effort has gone into analyzing block ciphers. In general, they seem applicable to a broader range 

of applications than stream ciphers. The vast majority of network based symmetric cryptographic 

applications make use of block ciphers.  
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